5542 B T W) S
2021 %7 H

»2, ]
¥R
Journal on Communications

ETFimlt =AY SDN 6145 & 56

2F, w#E, BEE
5 B TRER S TR, W FBM 450004)

W OFE. EPXERE UME (SDND I G R IGUERLH] B K N AT M 4341 7 BBy ke 1 A FFAT R 8, 4R HH 56
Tuihl FEE A R ITENLH] . FAZ O AR N DA A LT A B0 43 4 ity ORI oA R Se Il 4, RO ss #epl
BT I Ak B S 2 AL R IO, PIRG4S AT ORI TE R BB A AL B A
Wy BLRA T TR RN S B BGE R B S SEEL T TR LI AT TR . SEER 4 AR,
FHRHLEILAT AL 10% 105 RIS GE . IR T 8% i Z-453 2k SEHIL i A o T AT A0 R S s S AT

FHEIR: WM Mg AR ik E R MEERIGIE; R e

RESES: TP393

SCHRFRIRAD: A

DOI: 10.11959/j.issn.1000-436x.2021108

Port address overloading based packet forwarding
verification in SDN
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Abstract: Aiming at the problem that the existing forwarding verification mechanisms in software-defined networking
(SDN) incur significant communication overhead caused by embedding additional packet fields, a packet forwarding ve-
rification mechanism based on port address overloading was proposed, which key idea was the ingress switch imple-
mented port address overloading by reconstructing port and address of packet, downstream switches executed packet
probabilistic verification based on overloading port address, and the controller acquired valid and invalid packet statistics
of node verification in the path and localized anomaly. Anomaly detection threshold of malicious injecting and dropping
packets was presented by theoretical analysis. Finally, the proposed scheme was implemented and evaluated. Experiments
demonstrate the proposed scheme achieves efficient forwarding and effective anomaly localization with less than 10% of
additional forwarding delays and less than 8% of throughput degradation.
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